Professional Forensic Services, LLC
Report of Examination
DATE: November 10, 2023

To: Tim Rote
I
I
Tualatin, OR 97062

RE: Case No 2773

Request: This is a request to process a 122GB Maxtor hard drive and search for evidence of child pornography
files.

Specimens:
e 122GB Maxtor IDE hard drive, Serial Number G60COB6E
Processes:

e Created forensic EO1 image of the 122GB Maxtor IDE hard drive, Serial Number G60COBG6E, utilizing
FTK Imager v4.7.1.2 and archived to a 128GB SanDisk flash drive labeled DE1.

e  Processed the forensic image utilizing Magnet Axiom v7.6.0.37501.

e Conducted search queries, extracted files and created Axiom Portable Case.

e  Created Final Report.

Summary:

On November 1, 2023, I received the Specimen 122GB Maxtor IDE hard drive from client. Using a Tableau
Forensic Writeblocker, I created a forensic EO1 image of the Specimen hard drive and archived it to a 128GB
SanDisk flash drive labeled DE1. The image was MD5 hash verified. The image was successfully processed with
Magnet Axiom to include carving for deleted files.

A total of 59,480 image files and 324 video files were extracted. I viewed each of these files and found no child
pornography images or videos. Adult pornography video files were found on the drive.

File time stamps from the Specimen hard drive show that files were last created, accessed and or modified on
November 12, 2003.

Evidence of possible child pornography was found through LNK and Prefetch files that were carved from
unallocated space. LNK files are shortcut files that link to an application or file and can be generated when a user
opens a local or remote file or document. Windows creates Prefetch files when an application is first run. These
files can show the file names that are opened by a program such as Windows Media Player. The file names
associated with these LNK and Prefetch files were indicative of child pornography. Fig 1 depicts two of the
recovered LNK files:
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ARTIFACT INFORMATION DETAILS

Linked Path  D:\_x\Copy of _INCOMPLETE__Katherine-
young 13 year old pre-teen lolita bounces

on a much older mans love muscle(incest ARTIFACT INFORMATION

rape teen hardcore sex xxx)(1)

TceaB9335a16732d5683ab7896c9d20c69 Linked Path  D:\shared\_INCOMPLETE__Gay Porn -
f000.mpg (Str8 Marine Sex) DYPC 16702 - Older

marine fucks his

Target File Created Date/Time  3/31/2003 9:12:04 PM youngeac34daf0e6e700043f10bfbacfbfdc

Target File Last Modified Date/Time  3/28/2003 6:25:11 PM 4d00457004.mpg
Target File Last Accessed Date/Time  4/15/2003 8:31:33 PM Target File Created Date/Time  3/31/2003 7:12:08 PM |
Target Attributes  FILE ATTRIBUTE_ARCHIVE Target File Last Modified Date/Time ~ 3/31/2003 8:38:36 PM {

wve T
Dvefipe S DRIVERDED Target File Last Accessed Date/Time  3/31/2003 9:10:10 PM |

Target Attributes  FILE_ATTRIBUTE_ARCHIVE
Drive Type  DRIVE_FIXED

Volume Serial Number  TOAEGES2
Volume Name d
Show Command  SW_SHOWNORMAL

Mét Bios Name: k=1 Volume Serial Number  TOAEGES52

MAC Address  00:E0:18:72:93:A0 Volume Name  d
Target File Size (Bytes) 71183760 Show Command SW_SHOWNORMAL
Artifact type || LNK Files Net Bios Name  nwt-1
ltem D 140 MAC Address  00:E0:18:72:93:A0

Target File Size (Bytes) 1831920
Artifact type || LNK Files
ItemID 8812

Fig 1: LNK files

As can be seen in Fig 1, both of these files are linked to a volume labeled D: with a Volume Serial Number of
70AE6ES52. T am unable to determine any other identifying information for “Volume D” other than it was used to
store various files and folders, including the ones seen in Fig 1. It should be noted that the “INCOMPLETE” files
are commonly seen in peer-to-peer file sharing software programs and are video files that are in the process of being
downloaded. Although the files are not fully downloaded, they can in some instances be played. Evidence of
WINMX was found installed on the Specimen hard drive. WINMX is a peer-to-peer file sharing program. The
program was last run on May 7, 2003 at 4:27PM.

Fig 2 depicts the Prefetch file for Windows Media Player:

MATCHING RESULTS (2 of 153) JI“N""" vhew '] MPLAYER2.EXE
Application Mame | LastRunDate/.. !  Application Path W Maxtor_122GB.E01
. MPLAYER2 EXE 5/7/2003 2:33:30 PM ADEVIC MEDIA 3
[ | MPLAYER2.EXE 4/21/2003 84501 PM  \DEVICE\HARDDISKVOLUME\FROGRAM FILES\WINDOWS MEDIA. 33
PREVIEW

L R A S A WA B
\DEVICEHARDDISE VOLUME 'WWINDOWS\SYSTEM32RASADHLP DLL
\DEVICEHARDDISEVOLUME I'WINDOWS\SYSTEM32DNSAPIDLL
\DEVICEHARDDISE VOLTME IWWINDOWS\S Y STEM3AWINENE DLL
\DEVICEHARDDISE VOLUME 'WINDOWS\S YSTEM3AWLDAP32 DLL

\DEVICEHARDDISE VOLUMEXN, XWSAY PORN - (STRE MARINE SEX) DYPC 16702 - OLDER
MARINE FUCES HIS YOUNGE MPG

\DEVICEHARDDISE VOLUMEZ, X0 ATHERINE-YOUNG 13 YEAR OLD PRE-TEEN LOLITA
BOUNCES ON AMUCH OLDEER MANS LOVE MUSCLE(INCEST RAPE TEEN HARDCORE SEX X000
(1) MPG

\DEVICEHARDDISEVOLUMED\ X\CUTE GAY BOY GETS FUCKED IN THE ASS HARD BY OLDER
MAN MPG
\DEVICEHARDDISKVOLUME2\_XOLDER,_SISTERS_GET_LESBIEN_WITH_LITTLE_SISTER MPG
\DEVICEHARDDISE VOLUME 1'PROGRAM FILES\WINMXWINMI EXE

Fig 2: Prefetch Files

As can be seen in Fig 2 both of the files associated with the LNK files were played in Windows Media Player on the
Maxtor hard drive in April and May 2003.

I was also provided with a report titled “Sample Forensics Reports Child Porn.pdf” that contained a number of files
with names indicative of child pornography. Fig 3 depicts these types of files from the Sample Forensics Reports
Child Porn.pdf:
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Fig 3: Sample Forensics Reports Child Porn.pdf:

All of the files seen in Fig 3 with names indicative of possible child pornography were LNK files carved from
unallocated space and were linked to the D: volume.

All of the images and videos that were recovered were fully viewable by me. I was not able to recover any of the

videos found with names indicative of possible child pornography. This is likely due to the files being stored on the
volume labeled D: and only being played, not saved, to the Maxtor hard drive.

Respectfully Submitted

Joel Brillhart
Professional Forensic Services, LLC

Page 3 of 3






